
Audit Trail - Practical aspects covering

accounts tool and Learnings

KEN & Co.
IT Audit | SOC 2 | Data Privacy

Bangalore, India 

No. 42, III Cross, SG Palya, Bangalore 560029, India

Montana, USA 

55 West 14th St, Suite 101, Helena, Montana State 59602, US

https://www.ken-co.in/ https://www.ken-co.cpa



(c) Narasimhan Elangovan

IT Audit | SOC 2 | Data Privacy

www.ken-co.cpa | www.ken-co.in 2

Presentation Credits:

CA Rishabh Baid and CA Shreyansh Karnawat 

(C) NARASIMHAN ELANGOVAN 205/08/2024



(c) Narasimhan Elangovan

Disclaimer

• The views and apps discussed in this session is only for information purpose and are the 
personal views of the presenter. The presenter is a practising CA and does not have any 
interest in any of the applications discussed and neither endorses any application.

• The views expressed herein may not be taken to necessarily represent the views of his firm, 
M/s. KEN & Co. Chartered Accountants.

• Readers are advised to take caution before choosing any of the applications. 

• This publication contains information in summary form and is therefore intended for general 
guidance only. It is not intended to be a substitute for detailed research or the exercise of 
professional judgment. 

• No part of this material shall be construed as a solicitation of services or an invitation of any 
sort whatsoever from KEN & Co or to create a professional relationship.
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High Level requirements in Audit Trail
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What is Audit Trail?

• Audit trails may be enabled at the accounting software 

level depending on the features available in such software 

or same may be captured directly in the database 

underlying such accounting software
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What is Audit Trail?

• Audit Trail (or Edit Log) is a visible trail of evidence enabling one to trace 

information contained in statements or reports back to the original input 

source

• Audit trails are a chronological record of the changes that have been made 

to the data. Any change to data including creating new data, updating or 

deleting data that must be recorded. Records maintained as audit trail may 

include the following information:

• when changes were made i.e., date and time (timestamp)

• who made the change i.e., User Id

• what data was changed i.e., data/transaction reference; success/failure
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Audit Trail
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Audit Trail
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• Rule 11 (g) of the Companies (Audit and Auditors) Rules, 2014 specifies below:

– auditors to report on the use of accounting software by the company for 

maintaining its books of account which has a feature of recording an audit trail.

• Rule 11(g) 

• Whether the company, in respect of financial years commencing on or after the 

April 1, 2022*, has used such accounting software for maintaining its books of 

account which has a feature of recording audit trail (edit log) facility and the same 

has been operated throughout the year for all transactions recorded in the software 

and the audit trail feature has not been tampered with and the audit trail has been 

preserved by the company as per the statutory requirements for record retention.” 

• Applicability deferred to April 1, 2023.

Legal Context
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Legal Context

Text of Proviso to Rule 3(1) of Companies 
(Accounts) Rules, 2014

Text of Rule 11(g) of Companies (Audit and 
Auditors) Rules, 2014

Provided that for the financial year commencing on 
or after the 1st day of April 2023, every company 
which uses accounting software for maintaining its 
books of account, shall use only such accounting 
software which has a feature of recording audit trail 
of each and every transaction, creating an edit log of 
each change made in the books of account along with 
the date when such changes were made and ensuring 
that the audit trail cannot be disabled. 

Whether the company, in respect of financial years 
commencing on or after the 1st April, 2022, has used 
such accounting software for maintaining its books of 
account which has a feature of recording audit trail 
(edit log) facility and the same has been operated 
throughout the year for all transactions recorded in 
the software and the audit trail feature has not been 
tampered with and the audit trail has been preserved 
by the company as per the statutory requirements for 
record retention. 

(C) NARASIMHAN ELANGOVAN 1005/08/2024



(c) Narasimhan Elangovan

Considerations

• Globally, no similar reporting obligation exists

• The auditor is expected to perform procedures in 

accordance with Standards on Auditing (which includes 

inquiry, observation, and examination, as applicable).
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Special Points

• Accounting software may be hosted and maintained in India 

or outside India or may be on premise or on cloud or 

subscribed to as Software as a Service (SaaS) software. 

• If maintained at a service organization, example: payroll 

processing outsourced, and such payroll processing software 

may use its own software to process payroll for the company.
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What should Auditor Verify?

• whether the audit trail feature is configurable (i.e., if it can be disabled or tampered 

with)? 

• whether the audit trail feature was enabled/operated throughout the year?

• whether all transactions recorded in the software are covered in the audit trail feature? 

• whether the audit trail has been preserved as per statutory requirements for record 

retention?

• Every software used to maintain books of account will be covered within the ambit 

of this Rule. Any software that maintains records or transactions that fall under the 

definition of Books of Account as per the section 2(13) of the Act will

• accounting software should be capable of creating an edit log of “each change made in 

books of account.
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Sec 2(13) – Books of Accounts

2(13) ―books of account includes records maintained in respect of

• (i) all sums of money received and expended by a company and matters in 

relation to which the receipts and expenditure take place; 

• (ii) all sales and purchases of goods and services by the company; 

• (iii) the assets and liabilities of the company; and 

• (iv) the items of cost as may be prescribed under section 148 in the case of 

a company which belongs to any class of companies specified under that 

section; 

• [Central Government to specify audit of items of cost in respect of certain 

companies. ]
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Applicability

For All companies

• All class of companies including section 8 companies

• Even to Foreign Companies  (Foreign company as per Companies 

(Registration of Foreign Companies) Rules, 2014)

• In case of consolidated financial statements:  Applicable.

• If components are outside India, then may be excluded. However auditor 

to mention the same
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If no records in electronic form?

• The requirements of audit trail are applicable to the extent a company 

maintains its records in the electronic form by using an accounting 

software. 

• Where the books of account are entirely maintained manually – the 

assessment and reporting responsibility under Rule 11(g) will not be 

applicable and accordingly, same would need to be reported as statement 

of fact by the auditor against this clause.
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Illustrative Table

Name of the 
Accounting 
Software

Records 
Maintained

Hosting
Location

Maintained
Inhouse or
Outsourced

Database
Operating

System

Audit
Trail

enabled
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Illustrative Table
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Preservation

• Section 128(5) of the Act, - books of account to be 

preserved by companies for a minimum period of eight 

years, 

• the company would need to retain audit trail for a 

minimum period of eight years i.e., effective from the date 

of applicability of the Account Rules (i.e., currently April 

1, 2023, onwards).
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Management Responsibility

• Every company that uses an accounting software to use such software that has a 
feature of audit trail which cannot be disabled

• Responsibility for effective implementation of the requirements i.e., every company 
which uses an accounting software for maintaining its books of account, should use 
only such accounting software which has the following features: 

• Records an audit trail of each transaction, creating an edit log of each change made 
in the books of account along with the date when such changes were made; and 

• Ensuring that audit trail is not disabled.

• captured may include the following:
– when changes were made,

– who made those changes,

– what data was changed,
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Illustrative Controls to be implemented

• Controls to ensure that the audit trail feature has not been disabled or 
deactivated

• Controls to ensure that User IDs are assigned to each individual and 
that User IDs are not shared.

• Controls to ensure that changes to the configurations of the audit trail 
are authorized and logs of such changes are maintained.

• Controls to ensure that access to the audit trail (and backups) is 
disabled or restricted and access logs, whenever the audit trails have 
been accessed, are maintained.

• Controls to ensure that periodic backups of the audit trails are taken 
and archived as per the statutory period specified under Section 128 
of the Act.
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Software provided by Service Providers

• Consider using independent auditor’s report of service 
organisation (e.g., Service Organisation Control Type 2 
(SOC 2)/SAE 3402, 

• “Assurance Reports on Controls At a Service 
Organization”) for compliance with audit trail 
requirements. 

• The independent auditor’s report should specifically cover 
the maintenance of audit trail in line with the 
requirements of the Act.
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Auditor’s consideration

• Software configuration that controls enabling or disabling of 
the audit trail and whether audit trail was enabled throughout 
the period.

• Access to such configurations.

• Any changes to the audit trail configuration during the period 
of audit (during the financial year and also from the date of 
financial statements but before the date of auditor’s report).

• Periodic review mechanism implemented and operated by 
management for any changes to the audit trail configuration.
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Practical Use Cases
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Use Case 1

• Use Case 1: Software configuration that controls enabling or disabling of 
the audit trail and whether audit trail was enabled throughout the period.

• Use Case – Example – SAP. In SAP, it is prerequisite to activate table 
auditing for generating log for changes made in any transactions in SAP. 
After activating Table Auditing, organization need to activate logging for 
tables affecting books of accounts. To check for which tables logging is 
enabled, check table - DD09L which contains records of enablement of 
log for different tables in SAP. (Screenshot attached)

• To verify whether audit trail was enabled throughout the year, first check 
whether rec/client is not modified. Use T-Code TU02 to check changes 
done in Parameter value rec/client.  (Screenshot attached) 

(C) NARASIMHAN ELANGOVAN 2505/08/2024



(c) Narasimhan Elangovan

Use Case 1
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Use Case 1

(C) NARASIMHAN ELANGOVAN 2705/08/2024



(c) Narasimhan Elangovan

Use Case 1
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Use Case 2

• Use Case 2: Edit log report contains the Three ‘Ws’:

– who made the change i.e., User Id

– what data was changed i.e., data/transaction reference; or Old value and New 

Value.

– when changes were made i.e., date and time (timestamp)

• Generate CDHDR and CDPOS Report for FY 23-24, and check for Change 

document records. (Screenshot attached). With the object class, object ID and 

change number present from the CDHDR Table read table CDPOS to get the 

details of the changes done.

• Use T-Code FB03 to display FI document and then following the menu path: 

Environment / Document Changes (Screenshot attached)
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Use Case 2

Table: CDPOS
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Use Case 2

FB03

(C) NARASIMHAN ELANGOVAN 3105/08/2024



(c) Narasimhan Elangovan

Illustrative issues Noted
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Illustrative Issues

• Logging not enabled for tables effecting books of accounts. 

Enabling logs may create huge data and this will affect the 

performance of SAP application.

• In case of Tally prime application, on migration from Edit log 

version 2.1 to Edit log higher version, username removed 

from the edit logs.

• Organizations are not aware of audit trail requirement is also 

applicable on other software which helps in maintaining any 

transaction which impacts the books of accounts.  
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Illustrative Issues

• Audit Trail is available in most of the key application. In most of the key accounting software there is an option to 

deactivate the audit trail feature. But generally right to deactivate audit trail feature is restricted.

• Some screenshots that shows audit trail being implemented in some of the key applications:

     NetSuite:

Date Record Set by Type Field Old Value New Value Context

04-04-2023 10:53 NAB (AUD) Rainmaker Term Dep - Unrestricted 10807 ABC Set DB Acct 1242320100 UI

04-04-2023 10:58 NAB (AUD) Rainmaker Term Dep - Unrestricted 10807 ABC Set DB Acct Name C MM lendings - CI – aAC UI

Date Record Set by Type Field Old Value New Value Context

03-04-2023 05:04 V339 baha GmBH 14399 DEF Set Vendor Entity Bank Format CashPro Template UI

03-04-2023 05:04 V339 baha GmBH 14399 DEF Change Email
office@aaaa.co
m office@bbbb.com UI
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Illustrative Issues

• Based on our examination which included test checks, the Company has used an accounting software 

for maintaining its books of account which has a feature of recording audit trail (edit log) facility 

except that audit trail was not enabled at the database level to log any direct changes for the 

accounting software used for maintaining the books of account. For accounting software for which 

audit trail feature is enabled, the audit trail facility has been operating throughout the year for all 

relevant transactions recorded in the software and we did not come across any instance of audit trail 

feature being tampered with during the course of our audit.
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Audit Trail in Net Suite
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Audit Trail in Dynamics365

(C) NARASIMHAN ELANGOVAN 3705/08/2024



(c) Narasimhan Elangovan

Audit Trail in Other Key Applications
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Audit Trail in Other Key Applications
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Audit Trail in Other Key Applications
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Audit Trail in Other Key Applications
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Audit Trail in Other Key Applications
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Audit Trail in Other Key Applications
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Audit Trail in Other Key Applications
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Reference Material
• ICAI Updated 2024 Guidance note - https://resource.cdn.icai.org/78922aasb63149.pdf

• Tally

https://tallysolutions.com/tally/audit-trail-in-tallyprime/

• Zoho

https://www.zoho.com/in/books/kb/reports/audit-trail.html

• NetSuite

https://www.netsuite.com/portal/platform/infrastructure/operational-security.shtml

• Oracle Database

https://www.oracle.com/a/ocom/docs/techreport-oracle-db-india-ministry-of-corporate-affairs-rule11g.pdf

• Oracle E-business Suite

https://docs.oracle.com/cd/E26401_01/doc.122/e22952/T156458T663771.htm

• Microsoft Dynamics

https://learn.microsoft.com/en-us/dynamics365/finance/localizations/india/apac-ind-audit-trail-edit-logs-accounting-

software

• Illustrative Disclosures compiled by CA Vishal Doshi - https://vishaldoshi.in/wp-

content/uploads/2024/06/compilation-of-reporting-on-audit-trail-2-1613194246-e1718613496957.pdf
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Consider using CA GPT
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https://ai.icai.org/cagpt/gptlist.php

https://chatgpt.com/g/g-QpYe5htDG-icai-aasb-gpt

https://ai.icai.org/cagpt/gptlist.php
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As a CPA and consulting firm, we specialize in IT Audits, SOC attestation, Cyber Security Audits, and auditing 

SaaS companies. Our expertise ensures thorough digital risk assessments, empowering your business to navigate 

the challenges of the digital world with confidence.

Narasimhan@ken-co.in

Bangalore, India

SG Palya, Bangalore 560029, India

Montana, USA

Helena, Montana State 59602, USA

The Institue of Charted

Accountants of India

Our Membership and Certifications

Narasimhan

Elangovan
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